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TYPE 11

Time 
Exceeded

TYPE 3

Destination 
Unreachable

TYPE 5

Redirect
Message

ICMP types to keep an eye on

Destination network unreachable
Destination host unreachable
Destination protocol unreachable
Destination port unreachable
Fragmentation needed and DF flag set
Source route failed

0
1
2
3
4
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Redirect datagram for the Network
Redirect datagram for the host
Redirect datagram for the Type of 
Service and Network
Redirect datagram for the Service 
and Host

0
1
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Time to live exceeded in transit
Fragment reassembly time 
exceeded

0
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Blast radius
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Unintended consequences
Host Loss% Snt Last Avg Best Worst StDev

1. 62-3-100-30.dsl.in-addr.zen.co.uk 0.0% 74 0.4 0.5 0.4 0.8 0.1

2. ???

3. lag-8.p2.thn-lon.zen.net.uk [MPLS: Lbl 24012 Exp 0 S 1 TTL 1] 0.0% 74 12.6 13.7 12.0 32.0 3.4

4. lag-2.br1.thn-lon.zen.net.uk 0.0% 74 17.7 14.2 11.8 35.4 4.4

5. bbr02.lon01.networklayer.com 0.0% 74 12.1 13.5 11.7 30.0 3.2

6. ae5.cbs01.tg01.lon01.networklayer.com [MPLS: Lbl 205039 Exp 0 S 1 TTL 1] 64.4% 74 12.8 15.1 12.6 21.3 2.9

7. ae0.cbs01.xn01.fra01.networklayer.com [MPLS: Lbl 126402 Exp 0 S 1 TTL 1] 41.1% 74 26.7 25.3 23.4 43.4 3.4

8. ae0.cbs02.ic01.mil02.networklayer.com [MPLS: Lbl 809963 Exp 0 S 1 TTL 1] 1.4% 74 32.5 35.7 32.5 61.2 5.4

9. ae7.cbs01.ic01.mil02.networklayer.com [MPLS: Lbl 288384 Exp 0 S 1 TTL 1] 21.9% 73 34.9 35.4 32.6 65.7 5.4

10. 61.13.2da9.ip4.static.sl-reverse.com [MPLS: Lbl 423005 Exp 0 S 1 TTL 1] 30.1% 73 242.4 244.3 242.3 254.7 2.6

11. af.13.2da9.ip4.static.sl-reverse.com [MPLS: Lbl 499542 Exp 0 S 1 TTL 1] 0.0% 73 242.3 244.1 241.8 257.6 3.7

12. cb.12.6132.ip4.static.sl-reverse.com 0.0% 73 242.8 244.1 242.5 254.5 2.5

13. po2.fcr01.sr03.sng01.networklayer.com 30.1% 73 261.2 277.6 260.8 547.7 52.5

14. sip3.nexmo.com 0.0% 73 242.4 243.4 242.1 258.0 2.5



Takeaways

Regularly review 
Infrastructure 

protection policies

Consider your 
architecture 

changes

Understand impact 
of throttling certain 

ICMP packets

ICMP 
is your 

Frenemy



Together
Smarter and 

Stronger
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