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Threat Vector Segmentation

WSDiscovery Flood 1.2%
WSDiscovery Reflection Attack 2.6%
PSH ACK Flood 1.4%

SSDP Reflection 1.8%

DNS Reflection 13.0%

Memcached Reflection 2.0%

SYN ACK Flood 1.9%

RESET Flood 2.4%

CharGEN Attack 1.6%

UDP Fragment 15.9%

TCO Anomaly 1.5%




Threat Vector Segmentation
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Threat Vector Segmentation

WSDiscovery Flood 1.2%

Network-Layer DDoS Attacks
by top attack vectors
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<

Source IPy.y.y.y
Destination IP x.x.X.x

X.XX.X
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<

Source IPy.y.y.y
Destination IP x.x.X.x

Real target X.XX.X
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TYPE 3

Destination
Unreachable

Destination network unreachable
Destination host unreachable
Destination protocol unreachable
Destination port unreachable
Fragmentation needed and DF flag set
Source route failed
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TYPE 5

Redirect
Message

Redirect datagram for the Network
Redirect datagram for the host
Redirect datagram for the Type of
Service and Network

Redirect datagram for the Service
and Host

TYPE 11

Time
Exceeded

Time to live exceeded in transit
Fragmentreassembly time
exceeded



<

Source IPy.y.y.y
Destination IP x.x.X.x

Real target ST
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<

Source IPy.y.y.y
Destination IP x.x.X.x

Real target ST
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<

Source IPy.y.y.y
Destination IP x.x.X.x

Real target ST

Blast radius
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<

Source IPy.y.y.y
Destination IP x.x.X.x

1
S

Real target

NBIP ¢ nationale
beheersorganisatie

inter_net Blast radius
providers



3] No. Tine Source Protocol Length Info
1 0, 000000 192.168,12.1 2 Tce 68 37819 > 179 [SYN] ? Win=16384 Len=G NSS-1468
2 8. ea6E1s 192.168.12.2 2.1 cP L8 179 - 3/019 ['-»‘!"J, ACK] Seq-@ Ack-1 Nin<163B4 Lon<d NSS-1468
3 9.009725 192.168.12.1 192.168.12.2 TCP 68 37619 + 179 |ACK| Seg=1l Ack=1 Nin=16384 Len=0
A 0.e201%2 192.168.12.1 192.168.12.2 HGP m OPFN Nessape
s 0.e 36 192. .12.2 192.168.12.1 cP 51 179 ~ 37819 ]
G 8.e32618 192.168.12.2 192.168.12.1 OGP 111 OPEN Mezzage
[ CRCEETEY) 192.168.12. 192.168.12.2 e (3] 178149 » 179 [MK] SeqeS¥ Ack=// Win=1638Y | en-8
9 0.042187 192 192.168.12.2 BGP 73 KEEPALIVE Mcssoge
() 0.849259 192. 192.168.12.2 8GP 73 KEEPALIVE Mczsoge
1 8.851

T 192,168.12.1 192,168.12,2 BGP 131 UPDATE Messape, UPDATE Messape

: 2 z fa 16 3¢ 34 1b 14 f & - 12 52 P8 @8 15 B
Frame 7: 73 bytes aon wire (S84 hits), 72 hytes captured (%84 bits) 2 e 34 1b 1 e 1719 52 ¢ 15:C

Ethernet II, Src: fu:16:3e:17:10:52 (fo:16:3e:17:10:52), Dst: fa:16:3e:34:1b:14 (fa:16:3e:34:1b:14) 99,30 b5 53 40 0. Vo Zb:26. <0, 08. 0c:02 1908
Internet Protacol Varzion 4, Src: 192.168.12 Dst: 192.168.12.1 ic-9):98:b3 987 92 5cdd 3a 49 4559 18 ®
@166 .. = Version: 4 3f <7 ed @8 00 2@ ff g g A 3 D o cssenponese
.... 9101 = Header Length: 20 bytes (5) £F + £t £ §F 00
ifferentiated Services Field: @xc® (DSCP: €56, FCM: Not-FCT)
Total Length: 59
ldentificati Bxchany (46217)
dRs: Ox Jon L fragmen
...0 0200 002¢ PO - Fragment Offset: @
Time to Live
[Expert Info (Notc/Sequence): "Time To Live™ only 1

),

Header Checksun: 9x2b20 |validation disebled])
[Header checksum status: Unverified]
ddress: 192,168.12.2
ation Address: 192.168.12.1
Transaission Control Protocol, Src Paet: 179, Dst Port: 37619, Seq: 58, Ack: S8,
Border Gateway Protocol - KEEPALIVE Message
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1. 62-3-100-30.dsl.in-addr.zen.co.uk 0.0% 74 0.4 0.5 0.4 0.8 0.1
2.7

3.lag-8.p2.thn-lon.zen.net.uk [MPLS: Lbl 24012 Exp 0 S 1 TTL 1] 0.0% 74 12.6 13.7 12.0 32.0 3.4
4. lag-2.bri.thn-lon.zennet.uk 0.0% 74 17.7 14.2 11.8 35.4 A
5.bbro2.lono1.networklayer.com 0.0% 74 12.1 13.5 11.7 30.0 3.2
6. ae5.cbso1.tgo1.lonol.networklayer.com [MPLS: Lbl 205039 Exp 0 S1TTL 1] 64.4% 74 12.8 151 12.6 213 2.9
7.ae0.cbs01.xn01.frao1.networklayer.com [MPLS: Lbl1126402 Exp 0 S1TTL 1] 41.1% 74 26.7 25.3 23.4 43.4 3.4
8. ae0.cbs02.ico1.milo2.networklayer.com [MPLS: Lbl 809963 Exp 0 S 1 TTL 1] WA 74 32.5 35.7 32.5 61.2 5.4
9. ae7.cbso1.ico1.milo2.networklayer.com [MPLS: Lbl 288384 Exp 0 S1TTL 1] 21.9% VE] 34.9 ELFA 32.6 65.7 5.4
10. 61.13.2da9.ip4.static.sl-reverse.com [MPLS: Lbl 423005 Exp 0 S 1 TTL 1] 30.1% 73 242.4 244.3 242.3 254.7 2.6
11. af.13.2dag.ip4.static.sl-reverse.ccom [MPLS: Lbl 499542 Exp 0 S1TTL 1] 0.0% VE] 24213 2441 bYARS 257.6 B/,
12.¢b.12.6132.ip4.static.sl-reverse.com 0.0% 73 242.8 2441 242.5 254.5 2.5
13. po2.fcro1.sr03.sngoi.networklayer.com 30.1% 73 261.2 277.6 260.8 547.7 52.5
14. sip3.nexmo.com 0.0% 73 242.4 243.4 242.1 258.0 2.5
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Regularly review
Infrastructure
protection policies

[ ]
[ d
[ ] .
NBIP ¢ nationale
¢ beheersorganisatie
: internet
* providers

Takeaways

Consider your Understand impact ICMP
architecture of throttling certain is your
changes ICMP packets Frenemy
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