
© 2026 Nokia1

The attack is coming 
through your peering 
ports !

European Peering Forum, Paris

September 14-16, 2026

Dom Schaeffer, 

Director, IP Consulting Engineering EMEA



© 2026 Nokia2

DDoS: Last 20 years

• For the last 20-25 years, 
threats have been external

• Most attacks originated 
from Eastern EU and Asia,  
and bulletproof hosting

• It was relatively easy to 
spot and block attacks 
(e.g., DDoS)
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Source : Deepfield Secure Genome® tracking DDoS and botnet activity globally
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How DDoS changed over the last 12-18 months
Active botnet IPs: Up from 1M to 8M over the last 6 months

Past 20 years of DDoS

Residential 
Proxy Botnet

Enterprise 
Botnets 

(CPE/Webcam)

Eleven11 / Rapper 
/ResHydra DDoS 

Aisuru/ Kimwolf

Source : Deepfield Secure Genome® tracking DDoS and botnet activity globally
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Residential proxy
Where is the traffic? Where is the money?

Residential customers
Smart TVs, phones, set-top boxes

Target websites
See “ordinary” home users

App developers
Embed the proxy SDK

Residential proxy operator
C2 servers, 150-400M home IPs

$0.05 per user per month

“free” app or part of IoT OS

AI web scrapers
Harvest training data at scale

$1-8 / GB*

Monetary flows

Traffic flows

*Conservative estimate; 
other estimates show $3-15/GB

The demand driver is AI: 
Anti-crawl defenses 
block scrapers coming 
from datacenter IPs, so 
AI scrapers route 
through residential 
connections instead. 

The Hidden Backdoors Inside Millions of Smart Devices | WSJ
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https://www.youtube.com/watch?v=apEPPKYgLL0
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Proxy Services for web scraping

| European Peering Forum Paris 2026

• Proxy services are 
catalyst for recent 
botnet growth

• Most residential 
users ignore and/or 
didn’t accept to be 
part of this proxy 
services
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Outages, reputational damage and bad customer experience

Commercial IP reputation providers flag CGNAT IPs as high threats, 
leading to more failed or delayed transactions

| European Peering Forum Paris 2026

Is my IP part of any 
known DDOS attack ?
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My network

The need for DDoS mitigation in IXPs

• DDoS traffic comes from everywhere: transit, 
service providers, IXPs, etc.

• Blocking DDoS at edge works very well (if you have 
enough upstream bandwidth)

• In small and medium ISPs, upstream links may get 
congested

• Need for upstream mitigation

• Transit providers generally offer DDoS protection

• IXPs usually still rely on RTBH

Transit

IXP

Victim
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IXP

Approach 1: On demand scrubbing

• Customer detects the attack and requests 
cleaning using BGP communities 

• Traffic is diverted to the scrubber, which 
analyzes the traffic and performs the required 
cleaning

• Clean traffic is routed back to customer

Customer

Peer
Peer

BGP 
diversion

DDoS

Clean 
traffic
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Mitigation 
Service
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IXP

Approach 2: On demand scrubbing provided by 3rd party

• 3rd party takes care of scrubber/cleaning

• Customer detects the attack and requests 
cleaning using BGP communities

• Traffic is diverted to 3rd party for cleaning

• Clean traffic is routed back to customer

Customer

Peer
Peer

BGP 
diversion

DDoS

Clean 
traffic

3rd party
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Mitigation 
Service
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Approach 1 and 2: On demand scrubbing (details)

IBR A advertises the prefix under 
attack (or the entire prefix) tagged 
with the DMS BGP community

The Route Servers set the BGP next 
hop to the DMS offramp interface

All peers learn the DMS’s MAC 
address via ARP/ND provided by the 
IXP’s switching infra

Mitigation device (DMS) receives the 
traffic and send a sampled copy 
(SPM) to Detection engine

Detection engine automatically 
classifies the DDoS traffic and the 
host under attack and pushes the 
required action to the DMS to filter 
out the malicious traffic

Route 
Servers

IBR A IBR B ASN BASN A

10.0.0.0/24
NH: IBR A
BGP comm: DMS
 

ARP/ND: DMS

10.0.0.0/24
NH: DMS
BGP comm: DMS
 

if BGP comm == DMS {
   Set BGP NH to DMS
}

MAC filter: 
- DMS forward

Mitigation 
device 
(DMS)

Detection 
engine

SPM

Netconf/gRPC

Offramp interface

1

2

3

4

5

1

2

3

4
5

DDoS traffic to 
10.0.0.100/32

Filter DDoS traffic to 
10.0.0.100/32
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IXP

Approach 3: Automated scrubbing

• Customer does not need to detect the attack; 
it is detected automatically by the IXP

• Traffic is diverted to the scrubber, which 
analyzes the traffic and performs the required 
cleaning

• Clean traffic is routed back to customer

Customer

Peer
Peer

DDoS

Clean 
traffic
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Mitigation 
Service
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Approach 4: Automated edge mitigation

• Customer does not need to detect the attack, 
it is detected automatically by the IX

• No scrubbing appliance needed, no diversion 
needed

• DDoS is mitigated by the existing network 
devices

• Clean traffic is routed normally
Customer

Peer Peer

DDoS

Clean traffic

Edge 
mitigation

IXP
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Approach 4: Automated edge mitigation (details)
L2 detection and mitigation DDoS solution needed

Detection engine detects the 
attack, receives flows+payload in 
less than 1 sec using SPM 
(Sampled Port Mirror)  or IE315

Via NETCON/gRPC, configures 
the IXP switching infra to 
surgically mitigate the malicious 
traffic

After the attack is over, it 
removes any filters

IBR A IBR B ASN BASN A IXP 
Switching 
infra

1

2

3

32

Detection 
engine

SPM

Netconf/gRPC

1
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DNA of known attacks

Key Take away

• Attacks may enter through all peering ports and overwhelm upstream links before 
customer-side protection can react.

• Traditional threshold-based detection is not suitable anymore to detect current type of 
attacks, mainly based on legitim traffic

• IXPs are in a unique position to stop attacks closer to their source.

• Automated mitigation directly at the edge, without waiting for the customer or diverting 
traffic is the more efficient approach 

| European Peering Forum Paris 2026
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