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through your peering
ports !
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How DDoS change:
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Residential proxy
Where is the traffic? Where is t

Residential customers
Smart TVs, phones, set-top boxes

“free” app or part of loT OS : rapers Coming
datacenter IPs, so
\| scrapers route
hrough residential
connections instead.

$0.05 per user per month i



https://www.youtube.com/watch?v=apEPPKYgLL0

Proxy Services for web scraping

:{0) {3 USE CASES RESOURCES DOCS LOG IN TRY NOW o Proxy Services are
catalyst for recent
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Proxies for Price Comparison

Buy PGY‘QS-YOU-QO pI'OXieS Proxies for SERP Tracking .
from $1/GB o * Most residential

_ T | B
First-party residential, datacenter & mobile proxies. St L u S e rS ig n O re a n d /O r

No expiry, no subscription, 24/7 human support 1 9 5 o
®

Web scraping Al training data Ad verification Price monitoring FEERINED /\/‘H d i d n ’ t a C C e p t t O b e
SEO monitoring 1
part of this proxy

services

RESIDENTIAL IPS

START AT $1/GB SEE PRICING

aftic

195+ countries « 90M+ ethical residential IPs « Datacenter $0.50/GB « Mobile $2/GB

48[5G2 kh kK1 TRUSTED BY 500,000+ CUSTOMERS
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Outages, reputational damage and bad customer experience

€ @ Donmete omoser
Just activated Tmo fiber today. Since then most of my Google

searches have resulted in anti-bot captchas. Is this the typical
experience for Tmo customers?

Maybe I'm just getting unlucky but almost every Google search since switching my gateway to use the Tmo port
earlier this evening has resulted in a captcha. | presume this is a consequence of Tmo putting customers behind a
CGNAT?

How stingy is Tmo about handing out static IPs? | don't necessarily need to run servers here at home but having
to select photos containing traffic lights, bridges or buses whenever | initiate a search isn't going to be tenable.

100802

Commercial IP reputation providers flag CGNAT IPs as high threats,
leading to more failed or delayed transactions
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Is my IP part of any
known DDOS attack ?
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My network

offer DDoS protection




Approach 1: On demand .’

. Customer detects the attack
cleaning using BGP commu

. Trafficis diverted to the
analyzes the traffic ¢
cleaning

. Clean traffic is r




Approach 2: On demand s'

. 3rd party takes care of scrubbe

. Customer detects the attac
cleaning using BGP comm o)==

. Trafficis diverted to KIELn

. Clean trafficis ro

3rd party




Approach 1 and 2: On demand scr
2

if BGP comm == DM {
Set BGP NH to DMS
}

tack (or the entire prefix) tagged
with the DMS BGP community

9 | The Route Servers set the BGP next
0 @ hop to the DMS offramp interface
10.0.0.0/24 10.0.0.0/24
T All peers learn the DMS’s MAC
address via ARP/ND provided by the
IXP’s switching infra

forward

ARP/ND: DIVS Mitigation device (DMS) receives the
@ traffic and send a sampled copy
|

(SPM) to Detection engine
e Detection engine automatically
classifies the DDoS traffic and the

EE]“ host under attack and pushes the
required action to the DMS to filter
out the malicious traffic
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Approach 3: Automated :.’

. Customer does not need to ¢
it is detected automatically

. Trafficis diverted to the
analyzes the traffic ¢
cleaning

. Clean traffic is r




Approach 4: Automated e

. Customer does not need to ¢

! Edge !

mitigation
w IXP

N

- No scrubbing appliance
needed

- DDoS is mitigatec
devices

. Clean traff




ion engine detects the
tack, receives flows+payload in
2ss than 1 sec using SPM
(Sampled Port Mirror) or IE315

Via NETCON/gRPC, configures
the IXP switching infra to
surgically mitigate the malicious
traffic

After the attack is over, it
removes any filters

NOLY N




Key Take away

- Attacks may enter through all peering ports and overwhelm upstream links before
customer-side protection can react.

- Traditional threshold-based detection is not suitable anymore to detect current type of
attacks, mainly based on legitim traffic

- IXPs are in a unique position to stop attacks closer to their source.

- Automated mitigation directly at the edge, without waiting for the customer or diverting
traffic is the more efficient approach

n- IL.

y,*i

DNA of known attacks
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