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From 400G ZR+ to ULH & 800G

Strengthening network encryption with QKD

When the optical layer becomes your security layer
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Disclosure: Salumanus provides optical networking solutions, including transceivers, DWDM platforms and QKD.



The coherent technology you are actually deploying right now

400G ULH — 8QAM 400G ULH — QPSK

Mode: ZR400-OFEC-8QAM Mode: ZR400-OFEC-QPSK
Reach: ~1000 km (DWDM) Reach: ~2400 km (DWDM)
OSNR: ~21.0 dB OSNR: ~17.5 dB

Higher spectral efficiency on medium ULH spans. Maximum reach at the lowest required OSNR.
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800G modules

Media: 800ZR / OpenZR+ 16QAM
Host: 800GbE - 2x400 - 8x100
Use: amplified DCI / metro

The next capacity step — same QSFP-DD plant.

9 The same DWDM infrastructure carries the whole wavelength so, the optical layer is also where we can close security.
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One multi-rate coherent module: 400G, 600G and 800G line modes. The SD-FEC modes are the long-haul ones.

Line mode Modulation / FEC Symbol rate Reach profile

- QPSK QPSK - O-FEC 118 GBd longest reach (~2400 km)

- 8QAM 8QAM - O-FEC 80 GBd long reach (~1000 km)

- OpenZR+ 16QAM - O-FEC 118 GBd DCI / metro (amplified)

- SD-FEC + PS PS-16QAM - SD-FEC higher baud extended reach

- SD-FEC + PS PS-16QAM - SD-FEC higher baud maximum reach (capacity traded)

ore o . Host side
Why SD-FEC + probabilistic shaping?
800G: 1x800 - 2x400 - 4x200 - 8x100 GbE
600G: 3x200 - 6x100 GbE

400G: 1x400 - 2x200 - 4x100 GbE

Soft-decision FEC with constellation shaping adds significant coding gain and runs at a different

symbol rate than the 118 GBd O-FEC modes — markedly longer reach for the same 800G. Drop to
600G for the longest spans.
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You already encrypt most networks at L2 or L3. That AES is strong. Keep it.

IPsec — on the router / appliance

ESP per-packet encryption, tunnel mode. Flexible and routable, but adds per-packet overhead and variable latency; throughput-bound at
high rates.

MACsec (IEEE 802.1AE) — in switch silicon
GCM-AES-256 at line rate, point-to-point per hop. Very common today; efficient, but tied to the Ethernet hop.

Optical — on the transponder / muxponder

Encrypts the entire wavelength (OTN frame). Line-rate, protocol-agnostic, constant low latency and independent of L2/L3.
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The cipher is strong The key exchange is the link

carries the bulk encryptionon L1 /L2 / L3.
Classical key exchange (Diffie-Hellman, ECDH, RSA) is the part

a future quantum computer breaks, with

Even against a future quantum attack, Grover only halves the The cipher survives; the handshake does not.
effective key length, AES-256 still gives ~128-bit security.

Keep it as-is

So, the cipher is safe. The exposure is the key exchange...
...and the clock is already running.
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Your encryption doesn’t have to be broken today for your data to be stolen today.

Capture & archive Store and wait Decrypt retroactively

A guantum computer breaks the recorded key
exchange and the whole archive is decrypted,
after the fact.

The adversary records your encrypted traffic

The archive sits in storage. Anything with
and the classical key-exchange handshake & yening

L a long secrecy life keeps its value.
travels with it.

@ Mosca’s rule: if (secrecy lifetime) + (migration time) > (time to Q-Day), your data is already exposed.
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Why it’s credible

NIST names HNDL as a primary reason the post-quantum transition
is urgent (NIST IR 8547).

NIST timeline: RSA-2048 / ECC P-256 deprecated by 2030; quantum-
vulnerable algorithms disallowed by 2035.

NSA CNSA 2.0 mandates quantum-safe crypto for new national-
security systems from 2027; NSA/CISA and the EU PQC roadmap (2025)

align.

Security researchers report HNDL as an active nation-state collection
strategy today (Palo Alto Unit 42, Cloud Security Alliance).
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Who'’s most exposed

Long-lived secrets: government & defence, IP and R&D,
financial and health records, critical infrastructure.

For carriers & IXPs: backbone and DCI links carrying transit and
customer traffic, especially across borders or on leased / shared fibre.

Rule of thumb: if data must stay secret beyond ~2030,
treat it as exposed now.

Sources: NIST IR 8547; NIST FIPS 203/204/205 (2024); NSA CNSA 2.0; NSA/CISA & EU PQC guidance; Palo Alto Unit 42; Cloud Security Alliance.
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Across L1, L2 and L3 the bulk cipher (AES-256) holds. The one shared vulnerability is key establishment, a public-key handshake
on the wire that HNDL records today and Q-Day breaks later.

The fix is QKD

QKD delivers the key over a physical quantum channel, secured by physics. There is no public-key handshake transcript to harvest,
nothing to record now and crack later.

Same strong AES. A key exchange with nothing to harvest.
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@ Keys from physics, not from math P QKD system

generates quantum-safe keys

QKD distributes symmetric key material whose security rests on quantum ETSI QKD 014 |
physics — the no-cloning theorem. Any eavesdropping disturbs the photons

and is detectable. Your L2 / L3 encryptor
MACsec - IPsec remain unchanged

It feeds the encryptors you already run via the standard ETSI GS QKD 014
key-delivery interface. No rip-and-replace. Encrypted 400G / 800G link

same AES, stronger key supply

Your bulk encryption stays and QKD just hardens the key supply.
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PQC — math you deploy today QKD - keys from physics

Physics-based key supply (no-cloning);
(FIPS 203/204/205) standardised, software, Y v supply { €)

on the equipment you already own.

Fixes the same key-exchange weakness through mathematics. The Best where you control the fibre and need long-term secrecy.

primary, broadly-recommended path; deployable network-wide now. Needs dedicated hardware plus spectral / trusted-node planning.

Q Not either/or: PQC broadly, QKD on the high-value links you control. You can run both together (hybrid key exchange).
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For a decision-maker, what matters isn’t the physics, it’s deployability and security.

Any topology PQC + KMS built in

P2P - point-to-multipoint - ring - mesh A post-quantum layer and key management

Dark fibre & DWDM >10 key requests / s

Runs on dedicated fibre or your live DWDM plant. High key throughput for frequent re-keying.

Q Numbers that say one thing: technology built for operational usem not the lab.
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1U enclosure

Fits where every centimetre of rack space counts.

Compact & efficient

A low power footprint.
Built for the rack, not the lab.
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BEST PROTECTION HIGH PROTECTION BASELINE

QKD + PQC overlay Hybrid QKD + PQC PQC

Very high traffic + highly confidential links. Large volumes of sensitive data. Moderate traffic / less sensitive data.

Where to start, whe you should not boil the ocean

Begin with the 2-3 links whose compromise hurts most: DC €2 DC - DC € cloud - the backup-DC leg - a critical branch or operator node.

Low entry cost, simple rollout, fast business result. Many applications protected with one move at the network layer.
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For maximum performance: encrypt the entire wavelength on the transponder / muxponder.

&

Full line rate Constant low latency Protocol-agnostic

Encrypt the whole 400G / 800G Everything riding the wavelength

Deterministic, ultra-low delay, .
lambda, no per-packet overhead, i y is protected, regardless of L2/L3
unlike per-packet IPsec processing.

no throughput penalty. payload.

@ And QKD feeds the L1 encryptor’s key exchange too: the approaches are complementary.
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Scales with the optics

As you go 400G ULH - 800G,
L1 scales with the wave.
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Sharing the fibre (guard bands)

Data channels are loud (0...-8 dBm); the quantum channel is single photons
(= -90 dBm). from the data spills noise into the quantum
band, worse at 800G launch power.

0O-band separation — quantum ~1310 nm, data in C-band,
~200 nm natural isolation, but O-band caps reach ~80 km.

In-band guard spacing — quantum in C-band with ~100-300 GHz
(~¥1-2.4 nm) spacing + narrow filtering.

Dedicated dark fibre — own fibre for the quantum channel.
Cleanest, removes Raman entirely.
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Standards & interoperability (ETSI)

REST key-delivery API — feeds keys to your encryptors;
cross-vendor interop demonstrated.

interoperable key-management (KMS) between
vendors within a trusted node.

orchestration across multi-vendor, multi-domain
networks.

Interop is maturing — plan your vendor mix, don’t assume plug-and-play.
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No-cloning means the quantum channel can’t be amplified — point-to-point QKD reaches ~100-150 km. Beyond that, trusted nodes relay keys hop-by-hop.

The topologies map onto transport you already run.

Point-to-point Trusted-node chain

Two endpoints, one quantum channel. Resilience around a metro loop. Extends distance past the P2P limit. Any-to-any across multiple sites.

A Trusted nodes must be physically secured, a compromised node reduces quantum security to classical security at that hop.
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The question isn’t whether it works, it’s who’s already doing it.

Deployed worldwide - Poland

China - South Korea - Singapore - EU - UK - USA

1,700+ km

of QKD network

over 12,000 km of commercial QKD network.

banks and cloud providers use QKD to protect their most sensitive data.

5 cities: Krakow - Wroctaw - Poznan - Gdansk - Warsaw

QKD demonstrated over commercial fibre carrying 800G transport (2025).

(‘ What it takes: dedicated Alice/Bob hardware, a KMS, spectral management or dark fibre, trusted nodes.
’ Run in your NOC or as a managed service / national QCI.

So, the real question: when will you secure your critical links?
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Keep L2 / L3, add PQC now,
QKD where it fits

Deploy PQC (ML-KEM) in software today;
on links you control, source keys from
QKD via ETSI QKD 014.

Salumanus | EPF 2026, Paris

Move encryption to Layer 1

Encrypt the whole wavelength on the

transponder / muxponder. Full rate, low
latency. QKD-fed keys.
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Start with 2-3 critical links

DC<>DC, DC&«>cloud, backup-DC,
a critical node. Plan spectrum, distance
and who operates them up front.
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Your AES cipher is strong — the key exchange is the one link worth strengthening.

Harvest-now, decrypt-later is a today problem — long-secrecy data captured now is decrypted after Q-Day.

QKD complements PQC - PQC deploys in software today; QKD adds physics-based keys on links you control (ETSI QKD 014).

It’s deployable and operational — 1U, dark-fibre or DWDM, >10 keys/s

Start with the links that hurt most — 2—3 critical links first; plan spectrum, distance and who runs it.
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Questions?

... and let’s continue in the 1-1 meetings

Marcin Bata
CTO, Salumanus
marcin.bala@salumanus.com

EPF 2026 - 14-16 September -

Paris
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