Cheaper doesn't
mean better

Cheap is fine, blind risk-taking is not
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This talk is about the multiplier, not the price tag

e Big IX is where you deliver over 50% of your CDN's real-time traffic where
and your optical interconnect fails (transceiver and/or patch).

e One ortwo RS on IX are not responsive to topology changes or BGP
redesigns, and you deliver traffic to who knows whose IP address.

e After a core link fails, your software router with OSPF, LDP, BGP, and MPLS
cannot coordinate traffic, even with correct advertisements to a peering LAN.

Do you have any other experiences with this type of problem?



Executive Summary

e The Premise: In Internet Service Provider (ISP) networks, cutting core
infrastructure costs can trigger catastrophic compounding failures.

e The lllusion: Low-cost transceivers, fibre, and routing hardware appear to
save upfront Capital Expenditure (CapEx).

e The Human Factor: Underfunded infrastructure overburdens engineers,
driving away top technical talent.

e The IXP Impact: Cheap hardware degrades peering relationships at Internet
Exchange Points, threatening global connectivity.

e The Reality: Extreme Operational Expenditure (OpEx), SLA penalties, and
customer churn far outweigh and initial savings.



1. The Anatomy of a Cheap ISP Backbone

Optical Layer Shortcuts

e Poorly tested: Using third-party transceivers that lack rigorous acceptance
testing or DOM monitoring.
e Low-Grade Fiber Paths: Leasing cheaper, poorly maintained dark fibre,

prone to micro-bends.
e Vulnerability: Micro-bends and low-grade optics lead to signal degradation

and frequent flapping links.
Budget Routing Hardware

e Small Buffers: Microbursts quickly become packet loss
e Limited FIB/TCAM Headroom: Route growth and churn can slow or break
convergence



2. IXP Risks: Damaging the Ecosystem

Route Server Flapping

e The Threat: Underpowered routers cannot process rapid BGP updates at large public IXPs.

e The Consequence: Your router drops sessions, causing data plane loops and black-holes
for international traffic.

e The Penalty: IXP operators may quarantine or disconnect your port to protect other
members from stability issues.

Poor Port Management

e Under-provisioning: Low-capacity IXP ports lead to severe packet drops during peak
traffic hours.

e Lack of Redundancy: Relying on a single IXP connection means a local switch failure cuts
off your direct path to major Content Delivery Networks (CDNs) and cloud providers.

e Financial Penalty: Forcing data over expensive IP Transit links instead of free IXP
peering spikes operational costs.



3. Cheap networks pay engineers instead of vendors

The "Firefighting" Culture

e Constant Crises: Engineers spend 100% of their time fixing cheap, broken hardware
instead of optimising the network.

e Burnout: Midnight emergency calls and 24/7 stress lead to high employee turnover.

e Skill Gaps: Junior staff are often left to manage complex, unstable environments without
proper training.

Brain Drain

e Losing Experts: Top-tier Network Architects leave for companies with modern, reliable
infrastructure.

e Expensive Hiring: Replacing an experienced engineer involves high recruitment and
onboarding costs.

e Institutional Memory: When key personnel quit, critical network understanding and
historical knowledge disappear.



4. Hidden Financial Destruction (The Real TCO)

Service Level Agreement (SLA) Penalties

e The Contract: Enterprises demand 99.999% uptime ("five nines").
e The cost: Just one hour of backbone network downtime can result in large
automatic refunds for enterprise customers.

Exponential OpEx

e Emergency Maintenance: Dispatching technicians for midnight fibre repairs
costs up to 5x more than standard deployments (in our experience)
e Truck Rolls: Frequent hardware replacements eat up field engineering hours.



5. Technical Consequences of Cutting Corners

Feature

Premium
Backbone Hardware

Budget
Backbone Hardware

BGP Routing Capacity

Full global routing tables
with room to grow

Limited tables; prone to
memory exhaustion

IXP Peering Capability

Smooth, high-throughput
peering with multi-gigabit
buffers

High packet drop rates
during IXP micro-bursts

Personnel Workload

Automated monitoring;
low maintenance

Constant manual
troubleshooting and
reboots

Vendor Support

24/7/365 engineering
escalation (TAC)

Delayed email support or
self-service forums




6. The Domino Effect on Brand & Business

Cascading Customer Churn

e Wholesale Loss: Downstream smaller ISPs lease capacity from you; if you

fail, they leave permanently.
e Consumer Frustration: Frequent packet drops destroy real-time traffic like

gaming, VolP, and video streaming.

Regulatory & Reputation Damage

e Fines: Telecommunication regulators fine ISPs that fail to maintain critical

infrastructure stability.
e Reputation: Brand damage from a highly publicised backbone outage takes

years to repair.



7. Strategic Investment Framework

e Prioritise Resiliency over Low Cost: Implement dual-homed, geometrically
diverse fiber paths.

e Investin Your Team: Provide vendor certification training to retain
high-performing engineering personnel.

e Optimize IXP Strategy: Deploy enterprise-grade edge routers with large
buffers at IXPs to maintain peering reputation.

e Automate Failover: Invest in advanced MPLS/SRv6 Traffic Engineering to
reduce manual workloads during breaks.

e Plan for minimum 5 Years: Size your core routers for future traffic scaling,
not just today's capacity requirements.



Our engineering rules and suggestion

e Improve the skills and number of network engineers to professionally and

accurately address SLA and customer expectations
e (Goods and services must exceed the target for a minimum of 5 years and
must be valued for ROl and TCO with adjusted costs related to system

failures
e The primary cost remains time: find how to reduce effort without reducing

service quality

All these points arise from my personal experience for over 40 years in the world of
telecommunications, Internet specifically and this is a must on our network !



Unless you can name the last time
your edge failed a BGP update burst,

You are the risk to your |IXP community



Thank You!

Marco Paesani

mpaesani@warian.net

i ARIAI

nnnnnnnnnnnnnnn



