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The IXP may also operate BGP route serversRoute 
Server

By establishing a single BGP session with a 
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BGP routes with many other participants
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An IXP operates a layer 2 network 
called the exchange fabric



IXPs are critical components of the Internet infrastructure 
and require strong monitoring tools
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Routing visibility helps IXP operators secure the IXP  
and participants make better peering decisions



- Identifying misbehaving participants 
e.g., excessive or unstable announcements
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Routing visibility helps IXP operators secure the IXP  
and participants make better peering decisions

- Identifying bogus announcements 
e.g., reserved IP space, private ASNs

- Detecting and mitigating routing incidents 
e.g., BGP hijacks, route leaks



- Identify the best IXPs to connect to

11

Routing visibility helps IXP operators secure the IXP  
and supports networks’ BGP operations

IXP operators secure the IXP 

Current points 
of presence

Candidate future 
points of presence

But which IXP to choose ?



- Identify networks with which to 
establish bilateral BGP sessions

12

Routing visibility helps IXP operators secure the IXP  
and supports networks’ BGP operations

IXP operators secure the IXP 

- Identify the best IXPs to connect to



- Identify networks with which to 
establish bilateral BGP sessions

- Troubleshoot reachability issues

13

IXPFabric

AS1

AS2

AS3 AS4

Route 
Server

Prefix p

Usual path from 
AS2 to prefix p

Routing visibility helps IXP operators secure the IXP  
and supports networks’ BGP operations

IXP operators secure the IXP 

Focus

- Identify the best IXPs to connect to



- Identify networks with which to 
establish bilateral BGP sessions

- Troubleshoot reachability issues

14

IXPFabric

AS1

AS2

AS3 AS4

Route 
Server

Usual path from 
AS2 to prefix p

Transient path from 
AS2 to prefix p

Routing visibility helps IXP operators secure the IXP  
and supports networks’ BGP operations

IXP operators secure the IXP 

Focus

- Identify the best IXPs to connect to

Prefix p



Outline

1. Why routing visibility at IXPs matters

3. What BMP adds

15

4. A roadmap for BMP-based monitoring at IXPs

2. Existing approaches: capabilities and limitations

5. bgproutes.io: BMP-based monitoring in practice



IXPFabric

AS1

AS2

AS3 AS4

Route 
Server

BGP session 
with add-path

Monitoring platform

Database

Analysis tools and 
dashboards

16

A simple approach is to collect data from Add-Path BGP sessions 
with the route server

Focus
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A simple approach is to collect data from Add-Path BGP sessions 
with the route server and as many participants as possible

Focus



Visibility remains limited with BGP Add-Path: 
Only the non-filtered paths are visible
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Usual path from 
AS2 to prefix p

Transient path from 
AS2 to prefix p

Unable to pinpoint the cause
- Did AS4 change its export policy? 
- Did the session between AS4 
   and the route server go down? 
- Did AS3 announce a  
   shorter AS path? 

AS2’s 
operator

Visibility remains limited with BGP Add-Path: 
Only the non-filtered paths are visible

Focus
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Periodically polling 
the route-server 

software

Example dashboard: 
Alice Looking Glass web interface

Alternative: retrieving routes and peer information 
directly from the route-server software
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Periodically polling 
the route-server 

software

Example dashboard: 
Alice Looking Glass web interface

Usual path from 
AS2 to prefix p

Transient path from 
AS2 to prefix p

Limited historical context
- When did the change occur? 
- Which sequence of updates 
caused it? 
- Did activity on bilateral sessions 
contribute?

AS2’s 
operator

Focus

Prefix p
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BGP router

BMP exposes routes at multiple stages of the BGP pipeline 
and reports peer-state changes
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A route server emulates a full-mesh of bilateral BGP sessions
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Good news: conceptually, adj-RIB-in and adj-RIB-out 
retain their usual per-peer meaning
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Stakeholder Requirements Current status

Route server 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IXP participants Export BMP data and, when 
permitted, make it public

The roadmap to BMP-based monitoring involves several stakeholders
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MRT is useful for archiving, 
but APIs are needed 
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That is what 
I am here to change!
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bgproutes.io is a new BGP data collection platform 
and it supports BMP
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bgproutes.io is built to support network operators and researchers

48

Public data: All stored raw data is publicly available 
Following a data-sharing policy similar to RIPE RIS

Data access: Stored data is available through 
our public dashboards, API and MRT archive

Everyone can contribute: IXPs, CDNs, Transit networks, etc 
And connecting with BMP is fully automated!
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We thank Alarig Le Lay for configuring 
these first BMP sessions

One uses FRRouting, while the other two 
use BIRD on their route servers

Ouest.Network

EuroRhine-IX
Breizh-IX

All three export Adj-RIB-In data

Three IXPs already export route-server data to bgproutes.io with BMP



50

bgproutes.io also collects data from IXP participants 
through 43 BMP sessions



bgproutes.io also collects data from IXP participants 
through
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~200 BGP sessions between participants and route servers 
Across 37 distinct route servers
~1,000 bilateral sessions between IXP participants 
Across 38 IXPs

43 BMP sessions

These feeds provide visibility into



The IXP Explorer displays the routes observed for a given IXP 
ixp-explorer.bgproutes.io
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No BMP feed is currently available from AMS-IX route servers
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However, several AMS-IX participants 
contribute BMP data



The IXP Explorer displays the routes observed for a given IXP 
ixp-explorer.bgproutes.io

54

SIPARTECH (AS8309) contributes BMP data 
from its AMS-IX-connected router in Amsterdam



The IXP Explorer displays the routes observed for a given IXP 
ixp-explorer.bgproutes.io
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List of BGP sessions 
with the route server



The IXP Explorer displays the routes observed for a given IXP 
ixp-explorer.bgproutes.io
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List of bilateral sessions



The IXP Explorer displays the routes observed for a given IXP 
ixp-explorer.bgproutes.io

57

Raw BGP data is available 
through these buttons 



A public API for querying high-volume BMP data

The API offers three endpoints:

vantage_points

updates

rib
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Flexible query parameters: 
Filter by prefix, time range, BMP stage, etc
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The API includes filters based on RPKI ROV or ASPA statuses

Our ASPA validation implementation 
follows the current ASPA Internet-Draft

Upstream and downstream validation 
is performed for every collected route

Read our blog post 
at https://bgproutes.io/blog-rov_aspa

Validation occurs when the route is received 
—Not when the user queries it



Learn more about BMP support in bgproutes.io 

Blog post YouTube video
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